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THE AUTHENTICATION

|dentikey Server 3.1

Flexible and scalable software authentication server for SaaS applications: allows you to grow

with your security needs.

An increased number of software deployments are

shifting from a traditional approach to a SaaS or a

Hosted Application model that offers minimal platform
requirements, lower operational costs, and accessibility from
anywhere, at any time. As with any online access model,
static passwords used to access on-demand applications
do not provide adequate data security. VASCO’s DIGIPASS®
multi-factor authentication technology eliminates these
concerns by replacing insecure personal passwords with
strong, constantly changing ones. It protects user login and
insures only authenticated users gain access.

DESIGNED FOR ONLINE APPLICATION SECURITY

Identikey® Server 3.1 is the next-generation authentication
server that supports DIGIPASS strong authentication on the
backend. It verifies authentication requests from individuals
trying to access on-demand applications and centrally
administers user authentication policies. It is specifically
built for online applications — recognizing the need to make
minimal infrastructure changes yet providing a platform
robust enough to grow with your customer base and
security needs.

FLEXIBLE

Can be linked to any web-based application via its SOAP-
based API allowing easy modifications to the server and
applications as the organizations grow.

SIMPLE

Does not change the end user experience or IT
infrastructure providing a simple way to add multi-factor
authentication on top of existing applications.

FOCUSED ON THE CLIENT

Identikey Server 3.1 is a homogeneous platform that
supports hardware, software, zero footprint, and mobile
authentication right out of the box.

SCALABLE

Allows an easy expansion to add new users without
revamping the existing IT infrastructure. Once you have
integrated Identikey Server 3.1 into your online application,
adding more users and/or applications is as simple as
purchasing more licenses.

SUPPORTS MASS DEPLOYMENTS

The functionality and operability of mission-critical on-
demand applications will not be affected. Identikey 3.1 is
designed to support tens of thousands of users. The server
can run on multiple platforms and has provisioning for large
deployments, such as redundancy, automatic replication,
server failover, and others.

LOW TOTAL COST OF OWNERSHIP

Runs seamlessly on the existing infrastructure and does not
require dedicated servers or appliances.

LOW HELP DESK INVOLVEMENT

Identikey Server 3.1 has several functions that allow users
to self-register and change passwords, thus reducing
helpdesk intervention.

VASCO offers you the INDEPENDENCE to stay securely connected anytime, anywhere
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KEY FEATURES

Interoperability
e SOAP API, LDAP, RADIUS

Centralized user management

e \Web-hased admin GUI

e Fasy administration

e Accessible via any web browser from anywhere on
the network

e New opportunities for outsourced service providers

Automated deployment function
e Bulk and auto management
e Dynamic user registration

e Flexible assign procedures for DIGIPASS authenticators

e Policy-based authentication
e Password auto learning

Comprehensive audit and reporting system
e Summaries on user history and DIGIPASS activities

e Extensive XML or HTML-formatted reporting for helpdesk

troubleshooting, system and security auditing, and
accounting
e Security audit function

On-Demand Application

Out-of-the-box provisioning
e Provisioning for software and mobile authentication

MORE OPPORTUNITIES FOR SERVICE PROVIDERS

Outsourced authentication services and Identikey
Integration Program

The unique web-centered design of Identikey Server 3.1
allows managed service providers to host the server and
offer strong authentication as an add-on service to their
customers on top of their SaaS or other outsourced IT
solutions.

e |dentikey Server 3.1 provides ASP’s with an authentication
platform that can manage and administer several
customers independently

e Extensive customizable reporting allows for easy invoicing

e Several customers can be hosted in multiple domains and
managed by different delegated administrators

e The Identikey Integration Program was created to offer
complete support to integration partners
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Login with DIGIPASS
strong authentication

Validated users can
safely enjoy SaaS

Authentication request via
SOAP over SSL (HTTPS)

(3) validation

About VASCO

VASCO® is a leading supplier of strong authentication and e-signature solutions and services specializing in Internet Security applications and transactions.
VASCO has positioned itself as global software company for Internet Security serving customers in more than 100 countries, including several international
financial institutions. VASCQ’s prime markets are the financial sector, enterprise security, e-commerce and e-government.
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