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IDENTIKEY

DESIGNED FOR MEDIUM-SIZED DEPLOYMENTS  

Identikey® Server 3.1 is the next-generation authentication 
server that supports DIGIPASS® strong authentication 
on the backend. It verifies authentication requests from 
individuals trying to access banking applications and 
centrally administers user authentication policies. It is 
built with the customer in mind – providing support for 
hardware, software, zero footprint, e-Signatures, and mobile 
authentication right out of the box.

FULL-OPTION SOLUTION RIGHT OUT OF THE BOX

Identikey Server 3.1 offers complete functionality and 
management right out of the box without the need to 
dedicate significant budget and people resources, thus 
allowing for a cost-effective and fast rollout.

CAPABLE OF GROWING WITH YOUR SECURITY NEEDS

Built around VASCO’s core VACMAN® authentication 
platform, Identikey Server 3.1 is flexible yet robust enough 
to offer the highest level of security in an admin-friendly 
package. It requires minimal infrastructure changes yet 
provides a sustainable platform to grow with your customer 
base and security needs. 

FLEXIBLE

Can be linked to any web-based banking application via 
SOAP allowing for easy modifications to the server without 
the need for additional services or development resources. 

SIMPLE 

Does not change the end user experience or IT 
infrastructure providing a simple way to add multi-factor 
authentication on top of existing applications.

ROBUST 

Supports remote user load from ten to tens of thousands. 
Server failover and database replication available. The 
functionality and operability of mission-critical banking 
applications will not be affected. The server can run 
on multiple platforms and has provisioning for large 
deployments, such as redundancy, automatic replication, 
server failover, and others.

SCALABLE

Allows for easy expansion to add new users without 
revamping the existing IT infrastructure. Once you have 
integrated the Identikey Server 3.1 into your banking 
application, adding more users and/or applications is as 
simple as purchasing more licenses.

FOCUSED ON THE CLIENT

Identikey Server 3.1 is a homogeneous platform that 
supports hardware, software, zero footprint, and mobile 
authentication right out of the box. It also supports 
e-Signature functionality for transaction validation to combat 
Man-in-the-Middle attacks.

LOW TOTAL COST OF OWNERSHIP

Runs seamlessly on the existing infrastructure and does not 
require dedicated servers or appliances.

PAINLESS ROLLOUT 

Built-in automated deployment function reduces the 
helpdesk involvement. Provisioning for software and mobile 
authentication is available right out of the box.

Identikey Server 3.1

Off-the-shelf software authentication server for banking applications: the flexibility of an API 
solution without extensive integration.
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KEY FEATURES

e-Signature functionality support
•	Helps combat Man-in-the-Middle attacks

Out-of-the-box provisioning
•	Built-in provisioning for software and mobile  
	 authentication

Interoperability
•	SOAP API, LDAP, RADIUS 
•	Windows and Linux platforms supported

Centralized user management
•	Web-based admin GUI  
•	Easy administration 
•	Accessible via any web browser from anywhere on the  
	 network

Automated deployment function
•	Bulk and auto management  
•	Dynamic user registration  
•	Flexible assign procedures for DIGIPASS authenticators 
•	Policy-based authentication  
•	Password auto learning

Centralised authentication platform
•	Ability to support several applications (e-banking, mobile  
	 banking, corporate portals, etc.)

Comprehensive audit and reporting system 

•	Summaries on user history and DIGIPASS activities  
•	Extensive XML or HTML-formatted reporting for  
	 helpdesk troubleshooting, system and security auditing,  
	 and accounting 
•	Security audit function

PROTECT INTERNAL BANKING EMPLOYEES WITH THE 
SAME SOLUTION	

In addition to protecting e-banking applications, Identikey 
Server 3.1 offers various extensions to secure employee 
remote access. Home workers, remote branch offices, 
and traveling staff can use the same DIGIPASS technology 
to safely connect through Firewall VPN, SSL-VPN or any 
other RADIUS equipment to the enterprise LAN and access 
internal servers, applications, and data storage. Company 
portals, Outlook Web Access e-mail, and Citrix Web 
Interface applications can be protected with strong user 
authentication at the same time.
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VASCO® is a leading supplier of strong authentication and e-signature solutions and services specializing in Internet Security applications and transactions.  
VASCO has positioned itself as global software company for Internet Security serving customers in more than 100 countries, including several international 
financial institutions. VASCO’s prime markets are the financial sector, enterprise security, e-commerce and e-government.
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