


DIGIPASS® DESK 300

Making Internet
Transactions More Safe

Digipass Desk 300 technology enhances the security
of your Web-based services. Whether it is using
Digipass Desk 300 dynamic passwords to log-on to a
restricted web site or create digital signatures to sign
a financial transaction, you have greater control over

who is trying to perform what activity.

Key Features

e Large-scale version of Digipass 300, for comfort
and ease-of-use

e Internal real-time clock

e Expected battery life of 7 to 10 years

e Intelligent battery management conserves
battery life

e After a programmable number of invalid PIN
attempts, device locks automatically

e Remote de-blocking

e Dual function on-off/erase button

e Limitation settings can be time-based or based
on a maximum number of operations

e Electronic signatures guarantee integrity of’
transmitted data

e Code-based optical programming,/
reprogramming is unique to every Digipass Desk
300

e PIN is user-changeable

e System Operator defines usage and length of the
PIN (up to 8 digits)

e Size: 105 x 116 x 35 mm

e Weight: 115 gr

Cryptographic Functions

e Conforms to the Data Encryption Standard
(DES or triple DES)

e Supports programmable number (maximum 3)
of applications (each application has different
DES keys and parameters)

e Up to 16 digits of challenge input can be keyed
in or optically read from any computer screen

e Responses are shown on the display in decimal or
hexadecimal format (maximum length, 16 digits)

e Asingle check digit (according to ISO 7064-6)
can be applied on the challenge and/or response

e Different functions can be assigned to each
application:

e Time-independent response calculation with
external challenge (X9.9)

e Time-based response calculation with external
challenge

e Event-based response calculation with
external challenge

e Time-based one-time password generation

e Event-based one-time password generation

e Time and event-based one-time password

generation
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