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Copyright
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1 Overview

This whitepaper describes how to configure a Juniper SA2500 SSL VPN Appliance in combination
with the VASCO IDENTIKEY Server. The combination of those two products makes it possible to

set up a secure remote connection between the outside world and the company’s internal
network.

Jinper SA2500
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2 Technical Concepts

2.1 Microsoft
2.1.1 Windows 2008 Server

Windows 2008 Server is one of the latest server releases of the Microsoft Family. This server can
play different roles, like there are:

Domain Controller
Web Server

[ ]
[ ]
e Mail Server
[ ]

To use windows server in order to authenticate users, using Juniper, we need a Domain
Controller.

2.2 Juniper
2.2.1 SA2500

Juniper Networks SA2500 SSL VPN Appliance enables small to medium-sized companies to deploy
cost-effective, secure remote and extranet VPN access, as well as intranet security.

2.3 VASCO
2.3.1 IDENTIKEY server or aXsGUARD Identifier

IDENTIKEY Server is an off-the-shelf centralized authentication server that supports the
deployment, use and administration of DIGIPASS strong user authentication. It offers complete
functionality and management features without the need for significant budgetary or personnel
investments.

IDENTIKEY Server is supported on 32bit systems as well as on 64bit systems.

aXsGUARD Identifier is a standalone authentication appliance that secures remote access to
corporate networks and web-based applications.

& The use and configuration of an IDENTIKEY Server and an aXsGUARD Identifier is similar.

DIGIPASS Authentication for Juniper SSL-VPN


http://www.vasco.com/products/axs_guard/axs_guard_identifier/axs_guard_identifier.aspx

DIGIPASS Authentication for Juniper SSL-VPN

3 Setup - without IDENTIKEY

Before adding 2 factor authentication it is important to validate a standard configuration without
One Time Password (OTP).

3.1 Architecture

- X
S
Jinper SA2500 Active Directory

3.2 Juniper

3.2.1 Authentication Servers

In order to authenticate using Active Directory, we need to add an authentication server with the
specifications of Active Directory.

Server

Name: Active Directory

Primary Domain Controller 192 1680 x
Active Directory:

Backup Domain Controller 192 163 0 x
Active Directory:

Domain: DOMAIN NT domain name

V] Allow domain to be specified as part of username
v/ Allow trusted domains

Administrator
Admin Username: administrator
Admin Password: ssssse
Additional Options

Authentication protocol
Specify the protocol to use during authentication.

7] Kerberos (most secure)
“INTLM v2 (moderately secure)
[TINTLM V1 (less secure)

Kerberos Realm Name
Specify the method to use to get Kerberos Realm Name for AD servers.

© Use LDAP to get Kerberos realm name
() Specify Kerberos realm name

» View Advanced Options

You can customize the ADNT settings here.

e Name : fill in a meaningful name

e Primary Domain Controller: The IP address of the Domain Controller

e Backup Domain Controller: The IP address of the Backup Domain Controller
(Optional)

e Domain: The domain to which the Domain Controller belongs.

e Enable Allow domain to be specified as part of username

o Ex: domain\userl

¢ Enable Allow trusted domains

e Admin Username: Enter a username of a user that has admin privileges in Active
Directory
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Admin Password: Enter the users password
Enable Kerberos
o http://en.wikipedia.org/wiki/Kerberos %28protocol%?29
Select Use LDAP to get Kerberos realm name
Save

3.2.2 User Realms

The User Realm is used to specify which authentication server has to be used in order to
authenticate a user.

Name:
Description:

Servers

Active Directory Only

When editing, start on the Role Mapping page

Authentication: Active Directory ~

Directory/Attribute: Same as above v

Accounting:

None

Additional authentication server

Dynamic policy evaluation

3.2.3

Name: fill in a meaningful name

Description: fill in a meaningful description

Authentication: Select the Authentication Server that is specified in 3.1.1 Auth. Servers
Directory/Attribute: Same as above

Accounting: None

Save

User Roles

According to specified criteria users can have different roles. For example

Click on the Role Mapping tab

New Rule

Select Rule based on Group membership and click Update

Click on Groups to get the Group selection popup

Click on Search

You will see a list of all your Active Directory groups

Check the box for the groups that you want to use in Juniper SSL VPN and click Add
Selected on top.

Click OK

In Rule... If users is a member of any of these selected groups >> Select one or
more groups and click the “Add” button.

... then assign these roles >> select the Juniper role you want to assign to these
groups (you will need to create roles before you start!)

Save Changes
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3.2.4 Sign-in

Now we have to select which realm we want to use to Sign in on our VPN website.

User type: @ Users © Administrators © Authonzation Only Access
Sign-in URL: ]
Descnption: ;]
e
sovmpage: 0ot 3 iose
Meeting URL: F/meeh—ngf;]

Authentication realm
Specify how to select an authentication realm when signing in.
' User types the realm name

The user must type the namae of one of the available authentication resima.

@ User picks from a list of authentication realms
The user must choose one of the folloning selected authentication realms when they sign in, If only one rea

create or manage reaims, see the User Authentication page or the Adminigirgtor Aythantication page.
Available realms: Selected realms:

Md->| Actve Cwectory C Move Up I
Romowl Move Down |

3.3 Test the Setup
Browse to the SSL VPN Web portal, this would be the IP address of the juniper appliance

| & auniper - vasco ‘
) N, Ce
‘XY VASCCO

THE AUTHENTICATION COMPANY

Welcome to the

Juniper - VASCO

Username ‘ ‘ Please sign in to begin your secure session.

Password !

Username: a user known in the Active Directory specified in 3.2.1 Authentication Servers

Password: the password of the Active Directory user
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‘ € secure Access S5L VPN - Home | % - B) ) @m - Page- Safety~ Tooks~ @~

Jyﬁiper" i = bl © B

Home Meetings Preferences Help  Sign Out

| [ Browse J (tips)

Welcome to the Secure Access SSL VPN, juniperuser.

Web Bookmarks |||

http://vasco.demo Q=@

You don't have any files bookmarked.

[y e —

£ Network Connect
4% Java Secure Application Manager

Copyright © 2001-2009 Juniper Networks, Inc.
All rights reserved

Junlperbod(Nel
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4 Solution
4.1 Architecture

Active |Directory

IDENTIKEY
IDENTIKEY Server
Or _
i ‘)
e 2

Jinper SA2500

4.2 Juniper

4.2.1 Authentication Servers

In order to authenticate using IDENTIKEY server we need a hew RADIUS authentication server

Name: IDENTIKEY Label to reference this server

NAS-Identifier: | Name of the devics ax kno to Recis server

Primary Server

Radius Server: 10.132.224 202 Name or IP sddress
Authentication Port: |1812
Shared Secret: CYYYTY TS

Accounting Port: 1813 Port used for Radius accounting, if applicable
NAS-IP-Address: IP address

Timeout: 30 seconds

Retries: 0

IV Users authenticate using tokens or one-time passwords

Note: If elect this, t
and thi t

ill send er's authentication method as "token" i
Backend soplications

Name : fill in a meaningful name

NAS-Identifier : The name of the Juniper box known to the network
Radius Server : The IP adres of the IDENTIKEY Server
Authentication Port : Standard 1812

Shared Secret : Enter a secret word

Accounting Port : Standard 1813

NAS-IP-Address : The IP adres of the Juniper box (Intern)

Enable Users authenticate using tokens or one-time passwords

Save

4.2.2 User Realms

Now we have to specify a new user realm where we will link the new Authentication Server.

DIGIPASS Authentication for Juniper SSL-VPN



DIGIPASS Authentication for Juniper SSL-VPN

= :
Narve JOENTHEY Rews
Descrpbon 3
. |
I When edung, stat on the Role Mappng page
Authertcaton: [cenmEy 3]
Dvectory/Attrtute [Same 32 350w =)
Accountng
¢ Name: fill in a meaningful name
e Description: fill in a meaningful description
e Authentication: Select the Authentication Server that is specified in 4.1.1 Auth. Servers
e Directory/Attribute: Same as above
e Accounting: None
e Save

4.2.3 Sign-in page

Now we have to link our new user realm to the Sign-in page

User type: & Users ¢ Administrators ¢ Authorization Only Access

Sign-in URL: I"/ Format: <host>/<path>/; Use * as
Description: =

Sign-in page: E_)efault j'

To create or manage pages, see Sign-In pages

Meeting URL: */meeting/ V]

Authentication realm

Specify how to select an authentication realm when signing in.
' User types the realm name

The user must type the name of one of the available authentication realms.

& User picks from a list of authentication realms

The user must choose one of the folloving selected authentication realms when they sign in. If only one rea
create or manage realms, see the User Authentication page or the Administrator Authentication page.

Available realms: Selected realms:

Active Directory C Add > IDENTIKEY Realn Move Up
Remove I Move Down

& It is possible to select multiple realms. This will give a select list on the Sign-in page with
the multiple possibilities.

4.3 IDENTIKEY Server

There are lots of possibilities when using IDENTIKEY Server. We can Authenticate with:
e Local users (Defined in IDENITKEY)

e Active Directory (Windows)

In this whitepaper we will use Local users to authenticate.

DIGIPASS Authentication for Juniper SSL-VPN
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4.3.1 Policies

In the Policy the behavior of the authentication is defined. It gives all the answers on: I have got
a user and a password, what now?

e Create a new Policy

HOME USERS DIGIPASS PO |  CLIENTS BACK-END I ORGANIZ
FIND List :

Create

Create new Policy

Create a policy by completing the details below. * indicates mandatory fields.

Policy ID * [auniper Test

Description Demo Juniper =]

Inherits From IBase Policy E'
r -
EEE (el

e Policy ID : Fill in a meaningful name
e Inherits From: Base Policy

& Inherits means: The new policy will have the same behavior as the policy from which he
inherits, except when otherwise specified in the new policy.

Example:

Base New

Policy Policy Behaviour
1|a New policy will do a
2| b New policy will do b
3|c f New policy will do f
4 |d New policy will do d
5]|e g New policy willdo g

The new policy is created now we are going to edit it.

* Click here to manage Juniper Test

e Click edit

DIGIPASS Authentication for Juniper SSL-VPN
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Edit Policy Settings

Description Demo Juniper .:J
Local/Back-End Authentication

Local Authentication Digipass/Password ha

Back-End Authentication Default ¥

Back-End Protocol Default (_seLeet erou ust J

m [ uuca”‘

e Local Authentication : Digipass/Password
e Save

4.3.2 Client

In the clients we specify the location from which IDENTIKEY Server will accept requests and
which protocol they use.

We are going to add a new RADIUS client.

HOME USERS DIGIPASS POLICIES N | BACK-END I DORGANIZATION I F
FIN! B List
Register

>l
Create a client by completing the details below. * indicates mandatory fields.
Client Type * [RADIUS Client | L_Selecteaou ust
Location * 10.132.224.201
Policy ID * Identikey Windows Self-Assignment ]
Juniper
Radius Attributes Test |
Windows Logon Online Authentication - LDAP AD Back-End x|
Protocol ID RADIUS ¥
Shared Secret secssse

Confirm Shared Secret eecssse
a , -
e

Client Type : select Radius Client from "“select from list”
Location : Fill in the IP Address of the Juniper box

Policy ID : Select the Policy that was created in 4.2.1 Policies
Protocol ID: RADIUS

Shared Secret: same word as entered in 4.1.1 Auth. Servers
Confirm Shared Secret: reenter the shared secret

Save

DIGIPASS Authentication for Juniper SSL-VPN



DIGIPASS Authentication for Juniper SSL-VPN

4.3.3 User

In order to login to the VPN/SSL we need a user.

We are going to create a user.

HOME USERS DIGIPASS POLICIES m
FIND

List ¢

Find/manage

Search| Import

4 results

Assign Digipass
Select all ]

Move

Create a user by completing the details below. * indicates mandatory fields.

User ID * puniperuser |
Domain * master >

Organizational Unit [No Organizational unit x|
Enter static password [oeereee
Confirm static password  [oooeeee |

Local Authentication Dafault =
Back-End Authentication Default =

Disabled r

Locked r

e User ID: Fill in the username
e Enter static password: Fill in a password

& Password is used when there is no Digipass assigned.

e Confirm static password: Confirm the password

4.3.4 DIGIPASS

The purpose of using IDENTIKEY Servers, is to be able to log in using One Time Passwords (OTP).
To make it possible to use OTP we need to assign a Digipass to the user. The Digipass is a device
that generates the OTP’s.

There are several ways to link a Digipass to a User. Here we are assigning a Digipass we start
selecting a User. (assuming the Digipasses are already loaded into IDENTIKEY Server)

e Open the user by clicking on its name
e Select Assigned Digipass

Manage user: juniperuser
Click on the tabs to view or change user settings.

User Account Assigned Digipass User Info L
Offline Authentication Data

Available Actions... "
ASSIGN ']
Serial o Active
Unselect all Fmair Digipass Type Applications
d digi (0 assigned digip

r
UNASSIGN d

e Click ASSIGN

DIGIPASS Authentication for Juniper SSL-VPN



[N — |

Application Type

DIGIPASS Authentication for Juniper SSL-VPN

I search upwards in the organizational hierarchy

On clicking NEXT:

@ Search and auto-select during assignment © ¢

Description I

Results per page (10~100) 10

e C(Click Next

Assign Digipass

Follow the steps below to select users and assign them Digipass.

1. Search Digipass 2. Select Digipass 3. Options 4. Finish
Assign Digipass Summary

No. of Users selected 1

No. of Digipass found matching the auto-select next availabl
selection criteria

Assignment Options
Grace period |° Days =

Verify the selected options and click Assign to proceed assigning the
Click Cancel to abort the assign Digipass operation.

N (e

e Grace period: 0 Days

& Grace period is the period that a user can log in with his static password. The first time
the user uses his DIGIPASS the grace period will expire.

¢ Click ASSIGN

Assigning Digipass

Please wait...

Assign Digipass

Follow the steps below to select users and assign them Digipass.

1. Search Digipass 2. Select Digipass 3. Options 4. Finish

Task completed! You have assigned 1 Digipass, as summarized below.

Select sl Serial Number Digipass Type Active Applications

mf 0091234568 DPGO3 APPLI 1

0 digipass selected

MORE actions...

For these Users... =

e Click Finish

UserID

juniperuser

DIGIPASS Authentication for Juniper SSL-VPN
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4.4 Test the Solution
Browse to the SSL VPN Web portal, this would be the IP address of the juniper appliance

| @ e - vasco J
¥ VASCC

THE AUTHENTICATION COMPANY

Welcome to the

Juniper - VASCO

Username [ ‘ Please sign in to begin your secure session.

Password

Username: JuniperUser created in 4.2.3 User

Password: OTP generated by the Digipass linked to that user

1g5ecure Access 551 YPN - Home [ [ dwn v Page~ Safety~ Tooks~ @~

| = # o 1

Home = Meetings Preferences Help Sign Out

[ [ Browse ] (tips)

Welcome to the Secure Access SSL VPN, juniperuser.

Web Bookmarks |||

http://vasco.demo Qie= §

You don't have any files bookmarked.

Client Application Sessions |||}

£ Network Connect
4 Java Secure Application Manager B

Junlperbodfﬂe(
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5 Solution - Virtual DIGIPAS

5.1 Architecture

Active Directory

IDENTIKEY Server
Or IDEI EY

I -

aXsGuard Identifier 1y

g

Jinper SA2500

nnnnnnnn
IDENTIFIER

Juniper can also be configured to use Virtual Digipass. Virtual Digipass is a solution where the

OTP is sent via mail or SMS. The user only needs his mobile phone, no other device or installation
is needed.

The following prerequisites have to be confirmed on the IDENTIKEY Server:

o Digipasses in IDENTIKEY Server are Virtual Digipasses OR have Virtual Back Up Digipas
enabled

e SMS gateway has to be enabled and configured
o If you want to use SMS as delivery method
e Mail server has to be enabled and configured
o If you want to use E-mail as delivery method
e The users mobile phone number has to be filled in to IDENTIKEY Server

In this document we will use an SMS gateway.

DIGIPASS Authentication for Juniper SSL-VPN
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5.2 Juniper

5.2.1 Authentication Servers

In order to authenticate using virtual Digipass we have to modify the settings of the radius
authentication sever (IDENTIKEY).

e Open the authentication server called IDENTIKEY
e Scroll down to Custom Radius Authentication Rules

NewRadus Rule. | Delete. | # | & |

1f received packet ... Take action ...

Q Type Attributes

Save Chenges | Reset

¢ Click New Radius Rule
e A Pop-up will appear

©) Radess Rides Confugur ation - Mazila Firefos - A0
9 e X . [m“"" (1192, 3681 252 [ dura-adurins v ""' /

Add Custom Radius Challenge Rule

1t rocelved Radius packet ...

Radws Attnbute Operand Value
Ir-c;--_rv-g tsage (18) :l [v'.s‘v.c & he Pt eon :] }‘w One-Time Password id_
Then toke action ...
C show NEW PIN page ® show NEXT TOKEN page C thow GENERIC LOGIN page
© show user Iogn page with eeror

Error Message or Raply-Message

T sand ACCESS REQUEST with additional attributes

Radws Attrbute Value
fy . -l sasl

« |
Corm :

Fill in following settings:

Incoming Packet Type: Access Challenge

Radius Attribute: Reply-Message (18)

Operand: matches the expression

Value: enter One-Time Password

Then take action ... : show NEXT TOKEN page
Click Save Changes

Also save changes for the authentication server

& Juniper will show an extra webpage (login-page) when this rule is triggered. The Trigger
is a standard radius attribute that is returned by the radius server (IDENTIKEY).

DIGIPASS Authentication for Juniper SSL-VPN
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5.3 VASCO
5.3.1 SMS gateway
Start > all programs >VASCO > IDENTIKEY Server >Virtual DIGIPASS MDC Configuration

‘5"‘: Virtual DIGIPASS Message Delivery Component Configuration - Ellil
®
Gi |
s [~ Message Delivery Component Server
IP Address  [127.0.0.1 Port IZDUU?
SMS Delivery
p [ Tracng
Ernail Delivery ¥ Mo Tracing " Basic Tradng " Full Tracing

File: IC:LDngramFiIas\VASCO\IdanﬁkEy 3.2Vog\mdc. trace Browse |

Log Ratation

I~ Enable Log Rotation

& Rotate on days 1
) Hotate o size 1024 MB E

umber of archived ogs 7 I~ | Compress archived logs

e Select SMS Delivery

@ Virtual DIGIPASS Message Delivery Component Configuration = |E||5]
@
(‘.—nmal

[V Enable SMS Delivery

Gateways |Prox|esl
SMS Delwery

»
Ernail Delivery

Move Down I

Gateway Settings | Query and Resuit |

Display Name IDefault

[~ Connection Settings

URL [HTTP:fjsms. tyntec.bizjpage port 80

Certificate file l Browse.

[~SMS Gateway Account Settings

User name user

Password .ee oK

Confirm Password  [ees

e Fill in the gateway information

& There are several SMS gateway providers. Settings are different depending on the
provider.

Providers can be:
http://www.clickatell.com
http://www.tyntec.com/
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e Select Query and Result

@_4 Virtual DIGIPASS Message Delivery Component Configuration ) - Dlﬂ

[V Enable SMS Delivery

G0
General
' Gateways | Proxies |

SMS Delivery

%

Ernail Delivery

Move Up | Move Down Import | Export

Gateway Settings  Query and Resut |

~Query
Query String

Formmethod € POST (" GET

Result Matching Rules

Success Message Add
Failure Message

Malformed Query string s
it |
Delste |

Mave UE L (e P78 e g |

e Fill in the Query string (Depends on provider)
e Select POST or GET (Depends on provider)

5.3.2 IDENTIKEY Server

Now that we have configured the SMS gateway, we have to edit the policy. We have to enable
the function Virtual Digipass and define a trigger.

Go to Start > all programs > VASCO > IDENTIKEY Server > IDENTIKEY Web admin

e Login
e Select Policies > List

POLICIES | CLIENTS BACK-END l ORGANI

Create

Walrnma +n tha Tdantilrow €

- - Identikey model for Self-Assign
| Identikey Windows Self-Assignment replacement model.
uniper emo for juniper
r Junip Demo for junip
| Juniper Test Demo Juniper
r

e Select the policy that is used in combination with Juniper
e Go to Virtual Digipass

= Juniper Test
0 view or change policy settings.

s Digi Chall Virtual Digi
wdomization DCR RADIUS

 —— R
EDIT d | DELETE |

ctions...

DIGIPASS Authentication for Juniper SSL-VPN
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e Select Edit

Virtual Digipass

Edit Virtual Digipass Settings

Delivery Method SMS v

Primary Virtual Digipass

Request Method Ipaggword 'I

Request Keyword I

Backup Virtual Digipass

BVDP Mode IYes - Permitted 'I

Time Limit(days) I

Max. Uses/User I

Request Method I Keyword 'l

Request Keyword

|sendotp

, .
e T

& There are two kinds of Virtual Digipasses:

: 1. Primary Virtual Digipass: A Primary Virtual Digipass is handled similarly to a
standard physical Digipass. It is imported into the IDENTIKEY server, assigned to
a User, and treated by the IDENTIKEY server as any other kind of Digipass.
Also a Primary Virtual Digipass has its own serial number.

2. Backup Virtual Digipass: The Backup Virtual Digipass is meant as a back-up

system for a forgotten/stolen/broken standard Digipass. The Backup Virtual
Digipass has not its own serial number, but is a feature that can be enabled on a
standard Digipass.

e Delivery Method: Select SMS
Primary Virtual Digipass: Only possible when Virtual Digipass was ordered
Request Method: Password

This is the trigger: When the user enters his static password in the password field, an
SMS will be sent to his mobile phone.

Backup Virtual Digipass: Only possible when Backup Virtual Digipass is enabled
BVDP Mode: Yes - Permitted

Request Method: Keyword

Request Keyword: sendotp

This is the trigger: When the user enters sendotp in the password field, an SMS will be
sent to his mobile phone.

Save

E.B.... B

In both cases IDENTIKEY server will return a standard RADIUS attribute (Reply-Message
(18)) with the value: “enter One-Time Password”, to the requesting client. The client
can trigger special behavior when this attribute is returned (Like we do in 5.2.1
Authentication servers).
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USERS

DIGIPASS

CLIENTS

Find/manage

[ admin master
- juniperuser master
r userl master

igned Digipass User Info
n Data

r

EDIT i

Manage user: juniperuser
Click on the tabs to view or change user settings.

Useir Accownt Assigned Digipass User Info User Attributes Administratic

Edit User Information

User Name |
Phone ]
Mobile H 32412456123
Email Address |
Description J
=
[ o R
T OBETR ALLEED LA WILT SCEALENLE 81 U
Radus Attribute Value
— — = | aaa | =

e Mobile: Fill in the mobile number of the user
& Must contain a phone number that consists of only humbers, spaces and brackets () {}
[]. There may also be a + at the beginning of the humber. A maximum of 20 characters
can be entered here.
e Save

5.4 Test the Solution

Browse to the application, this would be the IP address of the juniper appliance
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| @ suriper - vasco ‘
*P> VASCCY

THE AUTHENTICATION COMPANY

Welcome to the

Juniper - VASCO

Username ‘ ‘ Please sign in to begin your secure session.

Password !

Username: JuniperUser created in 4.2.3 User
Password: Static password (when Virtual Digipass is linked to the user)

Or
e Password: sendotp (when Backup Virtual Digipass is enabled)
e An SMS will be send to the mobile phone, containing an OTP

e An new webpage is asking for the OTP

Next Token

PLEASE PROVIDE THE NEW OTP PROVIDED BY THE TOKEN

OTP  ssssssssl

e Fillin OTP

fé Secure Access SSL VPN - Home

i:ﬁ -8 =t E..!.!l ~ Page~ Safety v Tools v @.

=T ‘ ® = » © 8

Home  Meetings Preferences Help  Sign Out

| Browse | (tios)

Welcome to the Secure Access SSL VPN, juniperuser.

[ vt soomers

http://vasco.demo

e |

You don't have any files bookmarked.

Windows Files | Unix Files

Client Application Sessions |] F

£ Network Connect

4% Java Secure Application Manager =

Junlperaoquet
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