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Host (IP or FQDM): Icag_d0m1 I

Administrator Uzername Imm

Administrstor Passwword I*—a—a—a—a—a—a—a—a—

| Connect I
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@ Access Gateway Administration To

Ogptians

84 Access Gateway Glister | [T Access Polcy Manager 1) Authentiostion | 3 Global Gluster Paicies | (83 Portal Page Gonfiguration | @ Groun Priorty | 7 publisn |

& thertication | ¢ Seours Tiket Authorty |

Authentication and Authorization
Reaim Neme: [

Type: [RADIUS utherication

x|

By defatihe Access Gatzway authenticales users against -
auser It storect on the Access Gatewsy. You can choose to

use logal authertiction only, or you can siso use Safevard, Action

o s o s sttty T | 9 v

If & ser is not located on an suthertisation server or fails
authertication, the Aoosss Gatevvay checks the user against
the local user lit, even if there is no realr defined for local Eoca e aton e oAl
authertication. verify users geinstthe Access Gateway's
local users detabase.

Local Authentication

Wihen you use local authertication only, an authenticatect
User's group information is obtained from the locally definect
aroups. For more information on groups, see the help topic on
the User Groups tab.

“ou can configure one local el for the Access Gateway
For & rigw installation, the resim narmed "Detault’ is configured
for lacal authentication. The Defaut reaim cannot be remaved,
sithough you can change fts authentication type. You do not
needi 10 have & resim defined for local autherticetion uriess
you use lacal suthertication only of you wart some users to
autherticate only against & local resim. The Access Gateway
always checks the local user list f the user fails
authertication.

Hate: Users whalag on to the Defaut realt da ot have to
erter & reali natne. For any cther relin, the users must enter
the resim name with their user riame, Such as

er the inthe
Secure Access Connection Properties dislog box

I you want the Defauit recim to use an authentication type
cther thn local, you must remove the Detaut realn and -
inieclistely create s new Defat realn with & non-ocel
authertication type.

To remove the Default realm

Open the window for the Default reaim
From the Action menu, choose Remove "Default™
realm.

Click Yes inthe'Warning dislog box
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@ Access Gateway Administration To

Ogptians

$3 Access Gateway Cluster | [F]  Access Poicy Manager

% Authertioation | &3 Giobal Cluster Polisies | (45 Porta Page Configuration | B Group Prirtty | 3 Publish |

Authentication and Authorization

By default the Access Gateway autherticates users ayanst
& user list stored on the Access Gateway. You can choose to
use logal authertiction only, or you can siso use Safevard,
RADIUE, LDAP, ar RSA SeouriD autherticetion. The Access
Gateway supports resim-based authentication 1o
ccommadste stes with more then one LDAP or RADIIS
server or with a combinstion of LDAR, RADIS, andior RSA
SecurlD authertication servers.

f & user is not located on an authertication server or fails
authertication, the Access Gateway checks the user against
the local user list, even if there is no realm defined for local
authertication

Wihen you use local authertication only, an authenticatect
User's group information is obtained from the locally definect
aroups. For more information on groups, see the help topic on
the User Groups tab.

“ou can configure one local el for the Access Gateway
For & rigw installation, the resim narmed "Detault’ is configured
for lacal authentication. The Defaut reaim cannot be remaved,
sithough you can change fts authentication type. You do not
needi 10 have & resim defined for local autherticetion uriess
you use lacal suthertication only of you wart some users to
autherticate only against & local resim. The Access Gateway
always checks the local user list f the user fails
authertication.

Hate: Users whalag on to the Defaut realt da ot have to
erter & reali natne. For any cther relin, the users must enter
the resim name with their user riame, Such as

er the inthe
Secure Access Connection Properties dislog box
I you want the Defauit recim to use an authentication type
cther thn local, you must remove the Detaut realn and
inieclistely create s new Defat realn with & non-ocel
authertication type.

To remove the Default realm

Open the window for the Default reaim
From the Action menu, choose Remove "Default™
realm.

Click Yes inthe'Warning dislog box

& thertication | ¢ Seours Tiket Authorty |

Resim Name: [Detaut Tyne: [RADIUS utherication
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34 Access Gateway Cluster | [ Access Poicy Manager

¥ uthertication | &3 Giobal Cluster Policies | (29 Porta Page Configuration | [ Group Prirtty | # Publish |

RADIUS Authentication and
Authorization

“ou can configure the Access Gateway to authenticats user
access with one o more RADILIS servers. For each RADILS
resim used for sutherticetion, primary and secondary RADILS
servers can be configurect, I the primary RADIUS server is
unavailsble, he Access Gateway sttempls to sutherticate
against the secondary RADIUS server for that reaim. If a user
is not located on the RADIS server or fais authertication, the
Acoess Gateway checks the user against the local user fst

By defautt, the resim named "Defaul” is configured for local
authertication. To configure the Defaut reaim for RADILS.
authertication, remove the Defaul realm and then immediately
add & realm, named Defaul, with an authentication type of
RADIUS. Users who log in to the Default realm do not have to
erter & reain name

To replace the Default realm

1. Openthie window for the Defaul realm

2. Fromhe Aetion meny, choas: Remove "Defaut”
reaim.

3. Click Yes inthe Warning dislog box

4. Create 3 RADIUS authenticstion reaim in Realm Name
type Defautt

5.In Type select RADIUS Authentication and then dlick
Add

“ou can usethe RADIIS server for authentication and
autharization. By defaul the Access Gateway obtains
autherticated user's group(s) from the local aroup file stored
onthe Access Gateway. Altermatively, you oan configurs the
Aooess Gateway to obtain an authertiated user's aroup(s)
from & RADIUS server. f the user is not located o the
RADIIS server, the Aocess Getewsy checks the lcel group
fie f the check hox Enable Local Database lookup is
selected anthe reai Settings tab

RADIUS Authent

Use the Authentication tab to configure RADIUS settings.

ation

Server IP Address and Port

The address of the RADILIS server(s) to be used for

&y thertication | ¢ Secure Ticket Authorty |

e s | e [Fa0us srereaten

& Default 1
Action

@ authentication | ) authorizetion | [ Setings |

Primary Radius Server
Server P Adress [niosor
severport oz
ServerSeerst [

Secondary Radius Seruer
Server P Address
a1z

Server Part

Server Sacret

=]
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licyList.action?ac ntext=lst. User

B0+ & o

w e & 1dentkey Server Web Administration

ISENTIKEY

HOME USERS DIGIPASS

Create

Search results: Polides
37 results returned.

Selectall  Policy ID

r Identikey Windows Password
Replacement

- Identikey Windows Self-
Assignment
testpolicy

Windows Logon Online and
Offline Auth - LDAP AD Back-
End
Windows Logon Online and

(] Offine Auth - Windows Back-
End
Windows Logon Online

[=l Authentication - LDAP AD
Back-End
Windows Logon Online

I Authentication - Windows
Back-End

Page1 (2|3 |4

Manage selected policies (0 policies
%

DELETE

CLIENTS BACK-END ORGANIZATION REPORTS SYSTEM

Description

Identikey model for password replacement and Dynamic
User Registration, using Windows back-end
authentication and a Windows group check.

Identikey model for Self-Assignment based on the
Windows password replacement model.

Identikey model for Windows online and offline logon,
based on the Windows online model using Microsoft AD
for back-end authentication.

Identikey model for Windows online and offline logon,
based on the Windows online model using Windows for
back-end authentication.

Identikey model for Windows online logon, using Microsoft
AD for back-end authentication.

Identikey model for Windows online logon, using
Windows for back-end authentication.

selected) » Click here to SELECT all policies from ALL pages

About Identikey Server | vasco.com | © VASCO Data Sectifitys

=] |4 || X | fuive search R
I
ﬁ ' -

DHelp 2 Log out

Logged in as vasco@master

Inherits From

Identikey Local
Authentication

Identikey Windows
Password Replacement

Windows Logon Online
Authentication - LDAP AD
Back-End

Windows Logon Online

Authentication - Windows
Back-End

Identikey Local
Authentication

Identikey Local
Authentication

=T

http:/flocalhost:8080/webadmin/areatePolicy.action?8activeContext=ist Policyanen | | | [ | [ [6l Localintranet | Protected Mode: On HA00% v

6 /-

>) F




jows Internet Explorer

dentikey Server Web Ad

(e 7 [ httpi/ocalhost:a080/webacninjcreatePolcy.acton?8actveContext=ist Policy dnewlnstance true

U0 G0 & Identiey Server Web Admiristraton

N

-3

IoeNTIEY
server

HOME USERS DIGIPASS M CLIENTS BACK-END

ORGANIZATION REPORTS

SYSTEM

=42l x| Jive search

7; Help -)5 Log out

FIND ©"users ' Digipass wllulil

Create new Policy

Create a policy by completing the details below. * indicates mandatory fields.

Policy ID * CAG Policy
Description f =1

Logged in as vasco@master

» Click here to return to the previous page.

Inherits From [None

e

About Identikey Server | vasco.com | @ VASCO Data Security

", 100%

T4

[ [€W Localintranet | Protected Mode: On

F/ 1

%




Local/Back-End Authentication

Local Authentication
Back-End Authentication

Back-End Protocol

About Identikey Server | vasco.com | © VASCO Data Securitys

Digipass/Password ¥,

Always ¥

Windows (Lsazcterou st J
o Loy

[ [ [ [ [localintanct | Protected Mode: On 100% -
6 2 - B
> Identikey Server Web Admi n g (=)
5: - [&n DWUZMRF: 1Q6QOFHIF 7] | 44| X | [live Search B

U8 €5 & dentikey Server Web Administration |

HOME | USERS | DIGIPASS M CLIENTS | BACK-END

ORGANIZATION [§ REPORTS.

_— P — m

Manage policy: CAG Policy
Click on the tabs to view or change policy settings.

Policy | User | Digipass
DCR

Edit User Settings

Dynamic User Registration
Password Auto-learn
Stored Password Proxy
Default Domain

User Lock Threshold

Windows Group Check

Group List

Logged in as vasco@master

Challenge | Virtual Digipass | DP Control Parameters  Offline Authentication = Password Randomization

Yes T
Yes
Yes T

|

© Default

@ No Check

€ pass requests for users not in listed groups back to host system
€ Reject requests for users not in listed groups

IS

Use only Back-End Authentication for users not in listed groups

Windows groups available

Done

[ [ [ [ [ [ [ Locairanet [ Protected Mode: on
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