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1 Reader

This Document is a guideline for configuring the partner product with IDENTIKEY
SERVER or Axsguard IDENTIFIER. For details about the setup and configuration of
IDENTIEKEY SERVER and Axsguard IDENTIFIER, we refer to the Installation and
administration manuals of these products. Axsguard IDENTIFIER is the appliance
based solution, running IDENTIKEY SERVER by default.

Within this document, VASCO Data Security, provides the reader guidelines for
configuring the partner product with this specific configuration in combination with
VASCO Server and Digipass. Any change in the concept might require a change in the
configuration of the VASCO Server products.

The product name™ IDENTIKEY SERVER~will be used throughout the document keeping
in mind that this document applies as well to the Axsguard IDENTIFIER.

2 Overview

The purpose of this document is to demonstrate how to configure IDENTIKEY SERVER
to work with Microsoft ISA 2006 (ISA) to secure the VPN connection with a One Time
Password (OTP).

3 Problem Description

The basic working of ISA 2006 is based on authentication to an existing media (LDAP,
Radius, ...). To use the IDENTIKEY SERVER with ISA 2006, some ISA 2006, RADIUS
and IDENTIKEY SERVER settings need to be changed or added manually.

4 Solution

After configuring the IDENTIKEY SERVER and ISA 2006 in the right way, you eliminate
the weakest link in any security infrastructure — the use of static passwords — that are
easily stolen guessed, reused or shared.

Domain Controller

User

RADIUS

ISA 2006

IDENTIKEY Server

Figure 1: Solution
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5 Technical Concept

5.1 General overview

The main goal of ISA 2006 is to perform authentication in a secure way to make a VPN
connection. As ISA 2006 can do authentication to an external service with RADIUS, we
will place the IDENTIKEY SERVER in the middle of this process to secure the
authentication with our proven IDENTIKEY SERVER software.

5.2 Microsoft ISA 2006 prerequisites

Please make sure you have a working setup of a VPN connection in ISA 2006. It is
very important this is working correctly before you start implementing the
authentication to the IDENTIKEY SERVER.

5.3 IDENTIKEY Server Prerequisites

In this guide we assume you already have IDENTIKEY Server installed and working. If
this is not the case, make sure you get it working before installing any other features.

DIGIPASS Authentication for F5 FirePass - Integration Guideline V1.0
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6 Microsoft ISA 2006

6.1 ISA 2006 configuration.

Start the 1SA Server Management tool.

In the left pane, select the Virtual Private Networks (VPN) option. In the right
pane you will find all the necessary options to configure your VPN connections. We
now will setup the RADIUS part of the authentication in ISA 2006.

B Microsoft Internet Security and Acceleration Setver 2006 o ] P

file Action  Wiew Help

R EIEAENCIC) |
Microsoft b,
R‘:fe Hsﬁ%rm Configuration Storage Server: bs-wzk3s.isadom.jsm

Entesprise Edition.

5] Maritaring
Firewall Palicy (bs-wzk3s)
b Virtual Private Networks (¥

/Tasks \(FER )

& Configuration gg"‘g\ Welcome to Microsoft Internet Security
(.‘_}t;?) and Acceleration Server 2006 Tosles

Connect to Configuration

IS4 Server 2006 is an extensible firewal solution. Designed to support Storage Server

mult-network environmerts, 154 Server 2006 provides highly
integrated virtual private networking capabilties, extensile user Disconnect from Enterprise
authentication models, comprehensive monitoring and alerk
notifications, as wel as remote management optiors,

Related Tasks

Read the Getting Started Guide .
(€) Export (Back Up)

Use the Getting Starked Guide to leam about deploying your 154

Server, Configuration

() Import (Restore)
Realiasait WSS Configuration
©4c ahouL securing your erver (@ Open the Microsoft Internet

Learn shout best practices for keeping your ISA Server computer

Securicy and Acceleration
secure

Server 2006 Cnline Help
(@ Read about securing your 54
Visit the Microsoft Internet Security and Acceleration Server
Server 2006 Web site
Get the latest product updates and customer support irFormation
located on the 154 Server Web site.

Get our partner products

Visit our 154 Server Partner Sike to learn about our partner praducts
and how these products extend and integrate with 15A Server,

Figure 2: ISA 2006 welcome screen

In step 2 you will find the option RADIUS server. This is the only place where we will
have to make some changes.

B Microsoft Internet Security and Acceleration Server 2006 -10] %]

File  Action  Wiew Help

o aEEEFe

[ Microsaft Internet Security and Accele [NV S N
i Enterprise In‘teethcumy& Configuration Storage Server: bs- ¥irtual Private Networks
B3 a Acceleration Server2006 wzk3s.isadom.jsm (¥PN)

¥ Arrays Enterprise Edition

=3 =

¥PN Clients Y Remote Sites

/Tasks \(FER

% Configuration Configure VPN Client Access .
This pags hielps you define and configure how clients access the VPN Clients Tasks

it twiork tual £ M) ti -
corporate network using a virtual private network (4PM) connection () Disable N Cient Az

[#f Configure 4P Client Access
Configure Address Assignment Method and Enable
VPN Client Access

Allow remate clisnts b connect to the netwark using a YPN Genelral VF:N
connection Configuration
AF Select Access Networks

Specify Windows Users or select a RADIUS Server 5 Define address Acsigrments

Spedfy the wWindows users (domain groups) allowed PN access of, F H

[#f Select Authentication Methods
(4 Specify RADIUS Canfiguration

using RADIUS authentication, select the RADIUS authentication
server,

E Verify VPN Properties and Remote Access
Configuration Related Tasks

Verify that YPN properties, such as protocols and access points, are 4 Monitor YPH Clients

defined according to your network requirements.

() Export VPN Clierits

View Firewall Policy for the YPN Clients Network i

iew Firewal 'olicy Tor e ients Networl r'

E. 2, (3) Import P Clients
Verify that Firewal Policy rules or Ehe WP Clients Nebwork are ccifingrstion

defined in accordance with your network and corporate security _
requivements. @ Read sbout troubleshooting

PN
E View Network Rules 7

Verify that the rules specifying network relationships betnesn the
4 | VPN Clients Network and ather networks, such s Internal, are hd

[pore [

Figure 3: VPN configuration options
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The authentication can be done directly to Active Directory or can be passed trough to
a RADIUS server. Depending on your previous situation, you may have to enable “Use
RADIUS for authentication”.

Either way you will have to add or adjust the RADIUS server properties so click
RADIUS Servers...

virtual Private Networks (¥YPN) Properties 21xi
Access Metworks I Address Assignment I Authentication  RADIUS |

‘fou can use a RADIUS server bo authenticate remate users and
site-to-site connections.

This configuration applies to all ¥FM connections made to this 154 Server
compuker,

[V Lse RADILS For authentication;

‘fou can use RADIUS accounting bo log ¥PM connections in the RADIUS
server logs,

[~ Use RADIUS for accounting {logging)
Ta wiew or modify the list of RADIUS RADILS Servers . |
servers, click RADIUS Servers, -

& User mapping can be used to map RADIUS authenticated YFR
"‘;J’) clients ko the Windows namespace so that access rules applied
b to Windows users and groups are applicable to RADILS users,
User mapping is configured in the YPN Clients propetties,

Help about user mapping

(8] 4 I Cancel | Apply |

Figure 4: RADIUS Configuration (1)

In the next window you will get a list of RADIUS servers. If you have an existing
RADIUS server, you will have to check that the previous server name or IP is different
from the one where IDENTIKEY SERVER is installed. You can’t have two servers with
the same Server name or IP address. In this case you will have to Edit... the server
properties. Otherwise you will have to Add... a new one.

Specify the RADIUS servers available For RADIUS user authentication.
Servers are queried in the order in which they are listed,

Mame | Port | Description | Add... |
200,10,50.2 1512 1a5 @ Dl
Edit... |
Remove |

=i

L] This list of RADIUS servers is referred to whenever
"‘!.l/' RADIUS authentication is used.

[8]4 I Cancel |

Figure 5: RADIUS Configuration (2)
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At this point you will need the information where your IDENTIKEY SERVER is installed.
Type in the Server name or IP address and give it a proper Server description. Set
the Authentication port to the one used in IDENTIKEY SERVER, default is 1812.
Then click the Change... button to create a Shared secret.

Type the RADIUS server name o IP address and define how 154 Server will
communicate with this server,

SEFVEr Damme: I

Server description: I

strongly recommend that you create a shared secret. Be sure to

Ev default, the shared secret is empty. For security reasons, we
! }
£_J configure the shared secret on the RADIUS server as well,

Shared secret: I Change... |
Authentication port: I 1512

® . The port number used for RADIUS accounting will be the
\.,_l‘) authentication port number plus one.

Time-out {seconds): I 5

I Blways use message authenticator

aK I Cancel I

Figure 6: RADIUS Configuration (3)

Fill in a new RADIUS shared secret and confirm it in the second field.
Click Ok to go back.

Shared Secret E x|

Mew secret: I

Canfirm new secret: I

Ok I Cancel |

Figure 7: RADIUS Configuration (4)

DIGIPASS Authentication for F5 FirePass - Integration Guideline V1.0
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This is the form as it should look like filled in completely. Click OK to continue.

Edit RADIUS Server 2=l

Tvpe the RADIUS server name or IP address and define how 154 Server will
communicate with this server,

Server name: I 200,10,50.2

Server descripkion: I Yacman Middleware

strongly recommend that vou create a shared secret. Be sure to

By default, the shared secret is empty. For security reasons, we
' ‘:
* ) configure the shared secret on the RADIUS server as well,

Shared secret: | ssscase Change... |
Authentication port: | 1812

* . The port number used For RADIUS accounting will be the
‘__l‘) authentication port number plus one.

Time-out {seconds): I g

I abways use message authenticator

QK I Cancel |

Figure 8: RADIUS Configuration (5)

In the overview you will see the newly added server. If you have more then one
server in the list, make sure you move this server to the top of the list by using the
two arrows beneath the Remove... button. Click OK to apply the changes.

Specify the RADIUS servers available For RADIUS user authentication.
Servers are queried in the order in which they are listed,

Mame | Fort | Description | Add... |
200.10.50.2 1812  Yacman Middleware
Edit, . |
Remove |
2
2
L] This list of RADIUS servers is referred bo whenever

Nt RADIUS authentication is used,

[8]4 I Cancel |

Figure 9: RADIUS Configuration (6)

You will receive a notice that the routing service may have to restart and that current
VPN connections will be disconnected. Click OK to continue.

1SA Server 2006 . x|

‘ Applying these settings may cause the Routing and Remate Access service ta restart,
. IF a restart occurs, all active YPM sessions will be disconnected.

Cancel I Help |

Figure 10: Apply changes
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In the top of the screen you now will see two buttons. You can still discard any
changes you made by pressing the Discard button. Otherwise click Apply to continue
and then all changes will be saved.

B Microsoft Internat Security and Acceleration Server 2006

=10 x|

File Action Wiew Help
= EIEEEICIC)
| Micrasoft Internet Security and Accele
Enterprise
=53] Arrays

-4 bs-wakas

£5] Manitoring ¥ o b ey
iscard To save changes and update the configuration, click Apply.
Firewal Policy (bs-w2kas) Ay Aeely | Diecard | Geesncey : 2t

> Virkusl Private Networks (¥
% Canfiguration

Microsolt b
Interpet Security & Configuration Storage Server: bs- ¥irtual Private Networks
AccelerationServer2006 wzk3s.isadom.jsm (¥PN)

Enterprise Edition

ents Y Remate Sites

N 3 H
Configure VPN Client Access -

e This page helps vau define and configure how clents access the VPN Clients Tasks

corporate network using a virtual private network (¥PN) connection. (@) Disable VPN Clent Acress

7 Configure VPN Client Access

(S

Configure Address Assignment Method and Enable
VPN Client Access

Bllow remoke clierts to conect ks the network using & VPN General VPN
connection, Configuration
47 Select Access lstuorks

Specify Windows Users or select a RADIUS Server 5 Define adress Assignmerts

Specify the Windows users (domain groups) allowed VPN access o, = o
Using RADIUS authentication, select the RADILIS authentication [ Select Authentication Methods

server, 5 Specify RADILIS Configuration

B Verify VPN Properties and Remote Access
Configuration Related Tasks

Werify that YPN properties, such as protocols and access points, are [ Monitor VE Clisris

defined according ko vour network requirements, =

(&) Export 4P Clients

view Firewall Policy for the YPN Clients Netwark coripation
iew Firewal 'olic’ or L} lients Networl —
E’ ’ —1| () Import ven clierts
Werify that Firewall Policy rules for the ¥PN Clients Netwark are Confauration
defined in accordance with your network and corporate security ~
et @ Read about troubkeshooting

Figure 11: Apply or discard changes
You will receive a notification that all changes were correctly performed. Click OK to
finish.

The changes were saved to the Configuration Storage server. Check oK
configuration skakus ko verify that changes were applied to all array

members.,

Changes applied to the configuration do not impact existing dient
conneckions,

Figure 12: Saving configuration changes
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/ IDENTIKEY Server

Go to the IDENTIKEY Server web administration page, and authenticate with and
administrative account.

7.1 Policy configuration

To add a new policy, select Policies » Create.

/,': Identikey Server Web Administration - Windows Internet Explorer B
=] 4]l x| [ive search 2l

@_—‘ ) = [ hitpiiocalhost: 5080 webadmin/homepage. action?active Cartext=lst Policy

Fle Edt  View Favorites  Tools  Hel

V% R Idenckey Server Web Admiistration | | & - B) - s - [ Page - (G Took =

SYSTEM

ORGANIZATION REFORTS

USERS DIGIPASS | POLICIES CLIENTS BACK-END

2) Help !—)g Log out

Logged in as admin@master

List

Welcome to the Identikey Server Web Administration
admin

TASKS

Register client

Define policy 0S5 Users _ Digipass
|
TImport users il To manage an individual user O To manage a Digipass, type
Create user account, type the userid in the the Digipass serial number in
Assign DP search box. the search box.
Move user To manage bulk users, make a For bulk administration of
selection from the users menu multiple DP, make a
above. selection from the Digipass
menu above
HELR?

: . Identikey Server status
Click the help link at the top
right of any page if you You are logged in to Identikey Server local_server * Check server info.
need help with the current
e You are using Identikey web administration on server 127.0.0.1 » Check version info.

Sething started This Identikey server is running an evaluation license. * Obtain a permanent license

About Identikey Server | vasce.com | © WVASCO Data Secilfil

reatePolicy. action?activeC =true [T [ [ [ N3iocaintranet 0% v g

Figure 13: Policy configuration (1)

There are some policies available by default. You can also create new policies to suit
your needs. Those can be independent policies or inherit their settings from default or

other policies.

DIGIPASS Authentication for F5 FirePass - Integration Guideline V1.0
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Fill in a policy ID and description. Choose the option most suitable in your situation.
If you want the policy to inherit setting from another policy, choose the right policy in
the Inherits From list. Otherwise leave this field to None.

/2 Tdentikey Server Web Administration - Windows Internet Explorer

= o
@ ) v [@ hipiflacalhast: sus0/webadminjere steRalcy  action7eactiveCantext=homepagsanewnstance=tue =] || % | [Live search Pl

Fle Edt Yiew Favortes ook Help

V6 4 4 ldentikey Server Web Administration | | 5 - B - & - [hrage - ook - 7

@

......

HOME | USERS | DIGIPASS i | cuents | sackenp | oncanizaion || meports | system
FIND J = Users ¢ Digipass il 2 Help f—)S Log out

Logged in as admin@master

Create new Policy

» Click here to return to the previous page.
Create a policy by completing the details below. * indicates mandatory
fields.

Policy ID * Demo Palicy

Description Policy for demo purposes. =

Inherits From [Base Policy El

W [Lcumea |

\iwehadmin/createPolicy. action [ [ [ [ [ [NJtocalintranct Hi00% ~ 4

Figure 14: Policy configuration (2)

In the policy options configure it to use the right back-end server. This could be the
local database, but also active directory or another radius server.

This is probably the same that was in your default client authentication options before
you changed it. Or you use the local database, Windows or you go further to another
radius server.

In our example we select our newly made Demo Policy and change it like this:

e Local auth.: Digipass/Password

e Back-End Auth.: Default (None)

e Back-End Protocol: Default (None)

e Dynamic User Registration: Default (No)

e Password Autolearn: Default (No)

e Stored Password Proxy: Default (No)

e Windows Group Check: Default (No Check)

After configuring this Policy, the authentication will happen locally in the IDENTIKEY
Server. So user credentials are passed through to the IDENTIKEY Server, it will check
these credentials to its local user database and will answer to the client with an
Access-Accept or Access-Reject message.

DIGIPASS Authentication for F5 FirePass - Integration Guideline V1.0
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In the Policy tab, click the Edit button, and change the Local Authentication to
Digipass/Password.

y Server Web Administration - Windows Internet Explorer -1o x|

@‘_‘.

fle Edi Miew Favorkes Tooks  Help

[ http: fiocalhost 8050/webadmingsiewPolicy Property action?activecontext =reate. PolicytuniqualD=w1BPTEDY 7] 2| X | [Live Saarch ol

V% R Idenckey Server Web Admiistration | | & - B) - s - [ Page - (G Took =
Manage policy: Demo Policy B
Click on the tabs to view or change policy settings.

Policy ~ User  Digipass Challenge  Virtual Digipass  DP Control Parameters
. < r - r
Available Actions... EDIT; COPY. DELETE
@ » Click here to close and return to previous page
Effective Settings
Description Policy for demo purposes.
Inherits From Base Palicy (Base FPolicy)
Local/Back-End Authentication
Local Authentication Default (None)
Back-End Authentication Default (None)
Back-End Protocol Default (None)
Update History
Created On 2009-07-22 11:15
Last Medified On 2009-07-22 11:15
About Identikey Server | vasco.com | @ VASCO Data Securityes =
Policy. action?activeC Poicygselectedobect=wierTeDwozr | | [ [ [ | [N Localintranet [#F0% -~ 4

Figure 15: Policy configuration (3)

The user details can keep their default settings.

/2 Tdentikey Server Web Administration - Windows Internet Explorer 5y =]

& : I PactiveC PoicysuniquelD=w1BpTE Y] | #3 X | [Lve search 2

Fle Edt Yiew Favortes ook Help

V6 4 4 ldentikey Server Web Administration | |

s »
CLIENTS BACK-END ORGANIZATION REPORTS SYSTEM

& Users € Digipass il D Help & Log out

HOME USERS DIGIPASS

Logged in as admin@master

Manage policy: Demo Policy
Click on the tabs to view or change policy settings.

Policy User Digipass  Challenge  Virtual Digipass  DP Control Parameters

Available Actions... [; [,

EDIT_J | DELETE |

*» Click here to close and return to previous page

Effective Settings
Dynamic User Registration Default (No)
Password Auto-learn Default (o)
Stored Password Proxy Default I (No)
Default Domain 0
User Lock Threshold 3
Windows Group Check Default (No Check)
Group List (€]

About Identikey Server | vasce.com | ©

pene o o |

[&J Local intranet [®io0% - 4,

Figure 16: Policy configuration (4)
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7.2 Client configuration

Now create a new component by right-clicking the Components and choose New

Component.
/2 Tdentikey Server Web Administration - Windows Internet Explorer N 1ol x|
@T - [& : i PactiveC PolicyduniquelD=wiBPTE| Y| 42| X | [Live search Pl

fle Edt Yiew Favortes Tooks Help

U6 & tdendikey Server Wb Administration |

BB @ e

*» VASCCO

HOME USERS DIGIPASS CLIENTS BACK-END

ORGANIZATION REFORTS SYSTEM

List (2 Help @) Log out

Register Logged in as admin@master
Manage policy: Demo Policy
Click on the tabs to view or change policy settings.

Policy  User  Digipass Challenge  Virtual Digipass  DP Control Parameters

Available Actions... L [

EDIT ) | JDELETE |

» Click here to close and return to previous page

Effective Settings
Dynamic User Registration Default (o)
Password Auto-learn Default (No)
Stored Password Proxy Default (o)
Default Domain 14
User Lock Threshold )
Windows Group Check Default (No Check) o
Group List 0
teate Component. action?8activeC Policy =true [ [ [ [ N3 tocalintranet #,100% v_/,l,

Figure 17: Client configuration (1)

DIGIPASS Authentication for F5 FirePass - Integration Guideline V1.0
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As component type choose RADIUS Client. The location is the IP address of the
client. In the policy field you should find your newly created policy. Fill in the
shared secret you entered also in the client for the RADIUS options. In our example
this was “vasco”. Click Create.

/= Identikey Server Web Administration - Windows Internet Explorer e ;Iglil
@‘? ) v [@ hitplocalhost:0a0/webadninjcreateCampanent action?GactiveContext=vien Policytnewlnstance=truz = |44 | % | [Live Search Pl
Fle Edt ew Favortes Todk  Help

T4 @7 4 Identikey Server Web Admiistration | | % - B - &b - [Lhpage - (G Took - 7

) @» vASCC

IDENTIKEY

HOME USERS DIGIPASS | POLICIES M BACK-END ORGANIZATION REPORTS SYSTEM

Fp | | @ users C Digpass il 2 Help o) Log out

Logged in as admin@master

Create new Client

» Click here to return to the previous page.
Create a client by completing the details below. * indicates mandatory
fields.

Client Type * RADIUS Client SELECT FROM LIST
Location * 10.10.1.6

Policy ID * [Dema Policy =
Protocel ID ,Wus;l

Shared Secret [oores

Confirm Shared Secret lm..\i

w " CANCEL 'l
=l

|ivvebadmincreateComponent. action [T [ [ [ [ N3iocaintranet 0% v g

Figure 18: Client configuration (2)

Now the client and the IDENTIKEY Server are set up. We will now see if the
configuration is working.

DIGIPASS Authentication for F5 FirePass - Integration Guideline V1.0
© 2010 VASCO Data Security. All rights reserved. Page 15 of 19




w<> THE AUTHENTICATION COMPANY

8 Test VPN connection

Create a new, or open an existing, VPN connection to the ISA 2006 Server. Click
Properties.

o

_-_-_-:,!,

User name: Iisadom'\isa

Paszword: I""“|

™ Sawve thiz user name and passward for the following users:

= e only

{7 Srwone wWho ses this camptes

Connect I Cancel | Froperties Help

Figure 19: Making VPN connection

Select Advanced (custom settings), and click the Settings... button.

# Yasco Properties 3 2l

Generall Optighs ~ Security | Networkingl Advancedl

— Secunity options
" Typical [recommended setings)

Yalidate my identity &g follows:
| |

= &utomatically use my SWindows lngon hame and
pazzword [and domai if et

[~ | Bequire data encrption (disconnectit none]

& Bdvanced {cusiom seffinost

Uzing th_ese zettings requires a knowledge it
of zecunty protocols,
|IPSec Settings... |

0K I Cancel |

Figure 20: Connection settings

DIGIPASS Authentication for F5 FirePass - Integration Guideline V1.0
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Choose Optional encryption (connect even if no encryption) in the Data encryption
field at the top. Select the option Allow these protocols and make sure the following
protocol is selected:

1. Unencrypted password (PAP)

These two protocols use no data encryption and are understood by IDENTIKEY
SERVER. Click OK when done.

Advanced Security Settings 2

Data encryption:

if no encryption]

— Logon security
™ Use Extensible Authentication Protocal [EAP)

| 7
Froperties |

' Allow these protocols
¥ Unencupted passwaord [PAP)
[™ Shiva Password Suthentication Protocol [SPAP)
[™ Challenge Handshake Authentication Piotocal [CHAR)
™ Microsoft CHAP [MS-CHAR)
™ Al older tS-CHAR version for Windows 95 eervers
[ Microzoft CHAP Yersion 2 [MS-CHAP +2]

[T Eor t5-CHAR based protocols, automatizally use my
“Windows logon name and password!(and domair it ane)

D&} I Cancel |

Figure 21: Advanced security options

The reason we will be using the PAP protocol is because hereby it is possible to do
challenge/response and complex login permutations. With CHAP / MSCHAP v1/2 /
MPPE (MS Point to Point Encryption) the password and OTP are inseparably hashed.
You will still be able to use an OTP in stead of a password, but not together. It will not
work for example when the windows password has changed.

When you clicked OK you will receive a notification that PAP, SPAP and CHAP use no
data encryption. Click Yes to continue and OK once again to close the next window.

Network Connections T8 x|

s

i The protocols you have selected include PAP, SPAP, andfor CHAP. If one of these is negotiated, data encryption will not occur. Do
S wouwant ko keep these settings?

Figure 22: Network connection warning
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In the connection window, type your User name and Password. Only now, instead of
your password you type in a One Time Password (OTP) and Connect to the ISA

2006 server.

o

_-_-_-:,!,

User name: Iisadom'\isa

Paszword: I""“|

™ Sawve thiz user name and passward for the following users:

= e only

{7 Srwone wWho ses this camptes

Connect I Cancel | Froperties | Help

Figure 23: Connection window

If everything went well, you should’ve established a VPN connection. If the connection
isn’t working you can always check the trace files for detailed debugging information.

# Yasco Status \ 3 e |
General | D etails |
i~ Connection
Status: Connected
Duration: 00:04:27
—Activity
Sent. — :‘i}‘ —— Received
. '
T g
Buytes: 13329 8474
Compression; 0% 0%
Errars: a a
roperties ||  Disconnect |
Cloze |

Figure 24: VPN connected
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9 About VASCO Data Security

VASCO designs, develops, markets and supports patented Strong User Authentication
products for e-Business and e-Commerce.

VASCO'’s User Authentication software is carried by the end user on its DIGIPASS
products which are small “calculator” hardware devices, or in a software format on
mobile phones, other portable devices, and PC'’s.

At the server side, VASCO’s VACMAN products guarantee that only the designated
DIGIPASS user gets access to the application.

VASCO'’s target markets are the applications and their several hundred million users
that utilize fixed password as security.

VASCO'’s time-based system generates a “one-time” password that changes with every
use, and is virtually impossible to hack or break.

VASCO designs, develops, markets and supports patented user authentication
products for the financial world, remote access, e-business and e-commerce. VASCO'’s
user authentication software is delivered via its DIGIPASS hardware and software
security products. With over 25 million DIGIPASS products sold and delivered, VASCO
has established itself as a world-leader for strong User Authentication with over 500
international financial institutions and almost 3000 blue-chip corporations and
governments located in more than 100 countries.
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