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Disclaimer

Disclaimer of Warranties and Limitation of Liabilities

All information contained in this document is provided 'as is'; VASCO Data Security assumes no
responsibility for its accuracy and/or completeness.

In no event will VASCO Data Security be liable for damages arising directly or indirectly from any
use of the information contained in this document.

Copyright

Copyright © 2010 VASCO Data Security, Inc, VASCO Data Security International GmbH. All
rights reserved. VASCO®, Vacman®, IDENTIKEY®, aXsGUARD™™, DIGIPASS® and ® logo
are registered or unregistered trademarks of VASCO Data Security, Inc. and/or VASCO Data
Security International GmbH in the U.S. and other countries. VASCO Data Security, Inc.
and/or VASCO Data Security International GmbH own or are licensed under all title, rights and
interest in VASCO Products, updates and upgrades thereof, including copyrights, patent
rights, trade secret rights, mask work rights, database rights and all other intellectual and
industrial property rights in the U.S. and other countries. Microsoft and Windows are
trademarks or registered trademarks of Microsoft Corporation. Other names may be
trademarks of their respective owners.
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1 Overview

This whitepaper describes how to enable strong authentication for users that use Microsoft

Exchange ActiveSync(EAS) to access their E-mails on the Exchange server using their Windows
Mobile handheld device.
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2 Technical Concepts

2.1 Microsoft
2.1.1 Windows 2008 Server

Windows 2008 Server is used as Domain Controller (DC), Web server and Exchange server. All
of those roles can also be fulfilled by several computers, it all depends on your own configuration.

2.1.2 IIS7

The IIS 7 is the standard web server that is provided with Windows 2008 Server and will be used
to publish the websites.

2.1.3 Exchange 2007

Exchange 2007 is the standard mail server of Microsoft. The mail server will provide us with the
tools to make it possible to use Exchange ActiveSync.

2.1.4 Windows Mobile

Windows Mobile is the software that is used on Microsoft based handhelds. On the Windows
Mobile we will use the pre installed, default mail client.

2.1.5 Exchange ActiveSync

ActiveSync (AS) is traditionally known as a synchronization tool used to synchronize a Windows
Mobile device with your desktop/laptop. In order to use this you have to connect your handheld
device to your desktop/laptop.

Outlook uses Exchange ActiveSync (EAS) in order to synchronize your mobile mail client on a
handheld device using Windows Mobile, with the Microsoft Exchange server. Unlike AS on
desktop, you only need a network connection. EAS will use the HTTP(s) protocol to connect the
web server.

2.2 VASCO
2.2.1 IDENTIKEY server or aXsGUARD Identifier

IDENTIKEY Server is an off-the-shelf centralized authentication server that supports the
deployment, use and administration of DIGIPASS strong user authentication. It offers complete
functionality and management features without the need for significant budgetary or personnel
investments.

IDENTIKEY Server is supported on 32bit systems as well as on 64bit systems.

aXsGUARD Identifier is a standalone authentication appliance that secures remote access to
corporate networks and web-based applications.

/,E The use and configuration of an IDENTIKEY Server and an aXsGUARD Identifier is similar.

2.2.2 IDENTIKEY IIS basic Web filter
The IDENTIKEY IIS basic web filter is used to authenticate via the HTTP protocol.
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3 Exchange ActiveSync
Configuration

Before adding 2 factor authentication it is important to validate a standard configuration without
One Time Password (OTP).

3.1 Architecture

Windows 2008 Server
) . s 7
Windows Maobile Exchange 2007
IP: 10.10.200.5 IP:10.10.200.1

/ﬂ The use of HTTPS (SSL) outside the scope of this integration guide.

3.2 Windows 2008 server

The following base configuration is used

Roles Domain Controller
Web Server (Full install)

Extra installation Exchanger 2007 (standard)

3.3 Exchange 2007 configuration

« Open Exchange Management Console
« Goto
o Server Configuration
o Client Access
o Exchange ActiveSync
« Open Microsoft-Server-ActiveSync
e Fill in the General settings

Microsoft-Server-ActiveSync Properties . =

General | Authentication | Remote Fie Servers

Server el
Web site: Defaut Web Ste

551 Enabled:  False

Modfied:: Monday. March 07, 2011 3:49:17 PM
Intemal URL

[rttp://de1 vasco demo/Microscft-Server-ActiveSync
Edermal URL:

httn://de 1 vasco demo/Micrasft-Server-ActivaSyne

0K | Cancel Lipply Help
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Internal URL: the url that will be used for internal usage
External URL: the url that will be used for external usage
In our case the same link is used for both

« Fill in the Authentication settings

{ Microsoft-Server-ActiveSync Properties L ) ﬂ
"General | Authertication | Remote Fle Servers |
Select the authentication method or methods that this vitual directory accepts.

To enable authentication between the Microsoft Exchange server and a mobile
device, sither Basic authentication or Client certif ath ion is required.

¥ Basic authentication {password is sent in clear text) .

Client cerificate authentication:
© lgnore cliert certficates

¢ Accept client cerficates
' Require client cattficates

@ To configure S5 settings for this Active Sync virtual directory. use the
Intemet information Services {I1S) snapn.

ok | Canesd | peb | e |

We will use Basic authentication. Basic authentication is a standard windows
authentication with username and password sent in clear text.

3.4 IIS 7 configuration

Our setup is based upon HTTP, hence the use of certificates will be disabled. Please skip this step
if you want to use certificates.

¢ Open Internet Information Service (IIS) Manager

« Goto
o DC1
o Sites

o Default Web Site
o Microsoft-Server-ActiveSync
¢« Open SSL-Settings

Q SSL Settings

1=1

This page lets you modify the S5L settings for the content of a2 Web site or application.
[ Require S5L

[T Require 123t 551
Client certificates:

™ Ignore

& Accept

 Reguire

« Restart your web server
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3.5 Windows Mobile configuration

For this example an emulator is used that is running Windows Mobile 6 and it is connected to the
local network.

S | Start

ﬁ Tuesday
March 08, 2011

2 i Phone off

e Start

« Messaging

« New E-mail Account

« Enter E-mail address

« Uncheck "Try to get e-mail setting automatically from the internet”

* Next
e Your e-mail provider: Exchange server
* Next
* Next

e Server address: dcl.vasco.demo

« Uncheck "This server requires an encrypted (SSL) connection” (If you want to use ssl
leave this enabled)

e If you get a warning click ok

« Fill in:

Edit Server Settings @

User name:  |userl
Domain: wasco.demo

Sawe passward
(required for sutamatic sync)

& The user credentials are the standard windows logon credentials.
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* Next
 Finish
« Close

« Now you can send and receive mails

The first time you are connecting to the exchange server, the device will ask

Exchange Server

dcl vasco.derno must
enforce security policies on
wour device to continue
synchronizing, Do you
want to continue?

Dancel

synchronizing

» Click OK

If you see this message

Microsoft Exchange
Zonnected

Everything is fine. Close the application and you can send/receive e-mails.
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4 Solution

Install the IDENTIKEY Server and the IIS basic web filter on the server.

VASCO provides an installation guide together with IDENTIKEY server and the Web filter.
& In both cases a standard installation needs to be performed.

4.1 Architecture

Web server +
Web filter

—

IDENTIKEY Server
Or
aXsGuard Identifier

IDENTIKEY

@

aXsGUARD
IDENTIFIER

Windows
Mobile

Domain controler

4.2 1IIS 7 configuration

IDENTIKEY Server uses the IIS 6 Management Compatibility. You can activate this feature on the
web server:

Web Server (TI5)

Provides a relisble, manageable, and scalable Web spplication infrastructun

g e B
Request Monitor Instaled
Tracing Instaled
Custom Logging Instaled
ODEC Logging Installed

Security Instaled
Basic Authentication Instaled
Windows Authentication Instaled
Digest Authentication Instaled

Client Certificate Mapping Authentication  Installed
115 Client Certificate Mapping Authentication Installed

A e e e e e A @‘

URL Authorization Instaled
Request Filtering Instaled

1P and Domain Restrictions Instaled
Performance Installed
Static Content Compression Instaled
Dynamic Content Compression Instaled
Management Tools Instaled
115 Management Console Instaled
115 Management Scripts and Tools Instaled
ice. Instaled

‘;—” Installed
@ 115 & WMI Compatibility Instaled
& 115 6 Scripting Tools Installed
D 1IS & Management Console Installed
&, PP Publishing 5ervics Instaled
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The Internet Server Application Programming Interface (ISAPI) is an N-tier API of Internet
Information Services (1IS), Microsoft’s collection of Windows-based web server services. The

most prominent application of IIS and ISAPI is Microsoft’s web server.

The ISAPI filter for the IIS web filter has to be added manually.

W5 StartPage

Open Internet Information Service (IIS) Manager

£1-85 DC1 (VASCOAdministrator) Groupby: Area 2B~
Q Application Pools ASP.NET
-G, FTP Sites = - )
B-[a Sites &{ @ F (2 “
#1-is) Default Web Sits A 3 ; IEN
48 VASCO Self-Management Web 5 NET MET JNET Profile  \NET Roles JMET Trust
) Compilation  Globalization Levels

Providers  Session State  SMTP E-mail

os
ASP Authentication Authorization CGI

Rules

. S a
W € & @

HTTP Redirect HTTP IPv4 Address  IERISHREEE
Regpo. .. and Domai...

« Open ISAPI Filter
« Add the filter

e By Seakee b e Spre [0 M Pl e e ek sule s e dols meee
..... oA

== | Fanaimm | pryazpm |
[otmrge bt Progr s Papy Ao oeef F e -

R e i

=]
Compression
i

Logging

g e P T

i
Tl
R TIN
K Wag e Sea OO0 AL B T e [T B P D
o= :I el

The default location of the VASCO ISAPI web filter is:

C:\Program Files\VASCO\DIGIPASS Authentication for IIS Basic\bin\dpiisfil.dll

» Restart the web server
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4.3 Web filter configuration

Start > All programs > VASCO > DIGIPASS Authentication for IIS Basic > DIGIPASS
Authentication for IIS Basic Configuration

The only configuration that has to be done is to Enable the Web Filter.

& DIGIPASS Authentication for IIS Basic Configuration

[ Enable DIGIPASS Authentication
g‘ Servers
Connections hame [ Type [ Address T
# main_gerver Primary 10.10.200.75 L‘
Ve U o oy

Connect from IP address l—._im‘m-m‘“ ~] T EnableLoad Balancing

S8
% Use Windows built in CA certficate repository
" toad CA certficates from a fle

Check: Enable DIGIPASS Authentication

5 DIGIPASS Authen! ration o (=
BasicSetings | HITP Header Fitering |
Component Type - |1155 Module =
Timeout (rintes) [2
Basic Credential Override:

I Replace User Name with User Attribute
I Replace Password with User Attribute

Attrbute Group
(~Failed Login
HMLEle [ :\netpubleusterrlen-US1401-4.htm =

Reain I

Header
“This aptian should only be enabled on advice from Technical Support
T™ Modify Basic Authentication Headers

oK Cancel Aw‘v.

=10/

& DIGIPASS Authentication for IS Basic Configuration

W I Enabled
Login Submit URL
M
Suthenticati
Heades Fields
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4.4 IDENTIKEY server configuration

e« Open the IDENTIKEY web admin
e Add a new policy:

SIPASS | POLICIES | | CLIENTS | BACK-END I ORGANIZATH

r Attrihnte

« Enter a Policy ID: Active Sync
« Inherits From: Base Policy
« Open the new policy and edit POLICY

HOME USERS | DIGIPASS !!I ??Hl | GLIENTS ' BACK-END l DORGANIZATION I REPORTS I Y

FIND @ Users { Digipass il

Manage policy: Active Sync
Click on the tabs to view or change policy settings

. Policy User Digipass Challenge Virtual Digipass BP Control Parameter
| rRaptus |

Edit Policy Settings

Description d
=
Local/Back-End Authentication
Local Authentication 'm
Back-End Authentication lm
Back-End Protocol W' SELECT FROM UST

/,E Local Authentication: Digipass/Password - The IDENTIKEY Server will always carry
- out Local Authentication under this policy using Digipass Authentication or the static
password. Back-End authentication may also be used with this setting.

Back-End Authentication: If needed - The IDENTIKEY Server will use Back-End
Authentication under the following circumstances:

* Dynamic User Registration

e Self-Assignment

* Password Autolearn

e Requesting a Challenge

e Virtual Digipass OTP

* when request method involves a Static password authentication
e when verifying a Virtual Digipass password-OTP combination

e during the Grace Period

* Provisioning Registration

Back-End Protocol : Windows - Authentication against the Windows domain. This
option is only available when IDENIKEY Server is installed in the domain.

+ Save
e« Open tab Users and edit
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Edit User Settings

Dynamic User Registration =
Password Auto-learn Yes -
Stored Password Proxy Yes -
Default Domain I

User Lock Threshold I

Windows Group Check ' Default

& No Check

i,} Dynamic User Registration: Specifies whether the Dynamic User Registration (DUR)
- feature is enabled for the policy.

If this feature is used, when the IDENTIKEY Server receives an authentication request for
a User for the first time and Back-End Authentication is successful, against the Windows
Domain, it will create a Digipass User account automatically. If DUR is used in
conjunction with Auto-Assignment, a Digipass will be assigned to the new User account
immediately. This setting also determines whether the Provisioning Registration process
is allowed to perform DUR or not.

Password Autolearn: Specifies whether the Password Autolearn feature is enabled for
the policy.

This feature enables the IDENTIKEY Server to update the password stored in the Digipass
User account when Back-End Authentication is successful.

This setting also determines whether the Provisioning Registration process will update the
password or not after successful Back-End Authentication.

Stored Password Proxy: Specifies whether the Stored Password Proxy feature is
enabled for the Policy. This feature can be used in conjunction with the Back-End
Authentication Always setting and the Password Autolearn feature. With this combination,
even though a Back-End Authentication check is done at every login, it is done using the
password stored in the Digipass User account. Therefore the User does not have to enter
it during their login, unless it has changed in the Back-End System. This mode of
operation is referred to as Password Replacement.

« Save
« Go to clients

Administration Program 10.10.200.1 SOAP
1ISe Modula 10.10.200.1 SEAL
Identikey Windows Logon Client default SEAL
RADIUS Client 10.10.200.1 RADIUS

Normally you have to see a client "IIS6 Module” with a SEAL protocol.

e Connect the Active Sync Policy to the client
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Manage dient: 11S6 Module
Click on the tabs to view or change client settings.

| Client |
Edit Client Settings

Protocol ID IR -
Policy ID
Base Policy
Identikey Administration Logon

Identikey Back-End Authentication
Identikey DP110 Authentication

[ e QR

4.5 Test the solution

The handheld device will now authenticate using IDENTIKEY. This will change nothing to the
standard authentication, the user (userl) will see no difference.

On the IDENTIKEY side a user account will be created.

/,} The best practice is to classify the users in domains, these domains are the same as the
: domains used in the Domain Controller.

In Start > All programs >VASCO > Identikey Server >Identikey Server Condiguration

4 IDENTIKEY Server Confi

=lajx|

[ Datal

;z"gs
General ODBC Data Sources | Encryption  Advanced Settings |
e
E Connection Wait Tme (ms)  [5000
Semmubisatare I~ Enable Load Sharing
a a
wEat e Data Source Connection: | Identikey Server |
s Connection
ik Max. Connections 30
Engines
= Idie Timeout (seconds) 300
BhHaan User ID Conversion
f 1 Case
Auditing [V Use Windows User Name Resolution
e
ol Master Domain master
Replication Database Schema Version 3.1
ni
7
Server Discovery
ok | camcel | ey | e |

Enable the option: Windows name resolution

As long as there is no DIGIPASS assigned to the user, he will use his standard Windows logon
password.

e Assign a DIGIPASS to the user

User Account Assigned Digipass User Info

Available Actions... [ ASSIGN_|

Inselect all Serial Number Digipass Type

Manage selected assigned digipass (0 assigned dig
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e Eventually enter search criteria
e Enter the grace period

1. Search Digipass 7. Select Digipass 3. Options 4. Finish

Assign Digipass Summary

No. of Users selected 1
No. of Digipass found matching the auto-select next available
selection criteria
Assignment Options
Grace period B [omve =
Verify the selected options and dick Assign to proceed assigning the Digipass.
Click Cancel to abort the assign Digipass operation.
N Cea

& Grace period is the period that a user can log in with his static password. The first time
the user uses his DIGIPASS the grace period will expire.

& Specify the number of days or weeks grace period the User has with the DIGIPASS

& If the user needs to use the DIGIPASS immediately set the Grace period to 0 Days

The next time Windows mobile will synchronize with the EAS, the device will prompt to enter a
password.

Edit Server Settings @

Password
Daomain: vasco.demo

Save password
(required For automatic sync)

* Fillin the OTP

& Save password has to be enabled, otherwise the device will constantly prompt to reenter
a password
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5 FAQ

5.1 Do I have to fill in an OTP at each time I want to
synchronize?

Answer: No, the authentication will start a session, during this session the mobile device won't
ask for a new password. A session is interrupted if the timeout passed or when the application is
closed on the handheld devices.

;“: DIGIPASS Authentication for IIS Basic Configuration

=memeates EEE
Ei | Authentication Settings 1

Tracing Basic Settings | HTTR Header Filtering I
‘33‘ Compenent Type {116 Module =i
Connections e son
Timeout (minutes) [5
Authentication

i~ Basic Authentication Credential Overrides
[~ Replace User Name with User Attribute
I Replace Password with User Attribute
Attribute Group |

—Failed Login
HIMLFE | C:inetpublcusterrlen-US1401-4.him |

Realm I

- Authentication Headers
This option shauld only be enabled on advice from Tachnical Suppart
I Modify Basic Authentication Headers

Ok | Cancel | Apply |

5.2 Does the password in clear text cause any security issues

Answer: No, the One Time Password is generated using a unique key (defined in every
DIGIPASS) and is unique for that particular Digipass and use. Stealing the One Time Password
is useless because the password can only be used once (Like the name states).
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Appendix

Downloads
Windows Mobile emulator:

http://www.microsoft.com/downloads/en/details.aspx?FamilyID=38c46aa8-1dd7-426f-a913-
4f370a65a582&displaylang=en
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