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Digipass GO 7-FIPS

Single-button strong authentication device.

HIGHLIGHTS

DIGIPASS GO 7-FIPSisa
FIPS140-2 Level 2
Certified one-time
password (OTP)
hardware
authentication device
that boosts security,
provides unmatched
user acceptance and
also supports OneSpan’s
Multi-OTP technology.
DIGIPASS GO 7-FIPS
offers enhanced security
for organizations that
need to secure multiple
applications with a
single device including

banks, healthcare
providers and
enterprises.

Digipass GO 7-FIPS is a FIPS 140-2 Level 2 Certified one-time password (OTP)
hardware token —a convenient single-button authentication device that boosts
security while providing unmatched user acceptance. Digipass GO 7-FIPS also
supports OneSpan's multi OTP technology, offering enhanced security for
organizations who need to secure multiple applications with a single Digipass.

Why choose Digipass GO 7-FIPS?

Banking and Finance Institutions can effectively combat internet banking fraud
and improve security and convenience for users by replacing static or paper-based
password systems.

Healthcare Providers can deploy a convenient, single-button authenticator that
satisfies requirements for EPCS two-factor authentication and EHR Stage 2
Meaningful Use while simplifying the experience for healthcare staff.

Enterprise Organizations can economically deploy a comprehensive, scalable, high
performance two-factor authentication solution for secure network/remote access.

User convenient device

With Digipass GO 7-FIPS, a user simply presses one button to generate a one-time
password (OTP), enabling secure login to an application, website or network. And
being the thinnest authenticator in the “GO" series, this slim hardware device is easy
for users to carry, and complies with standard postal regulations in several countries.

Customizable design

The elegant design of Digipass GO 7-FIPS can be enhanced with your corporate
logo, branding and custom colors. A transparent lens protects your logo and

branding from normal wear and tear.
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TECHNICAL SPECIFICATIONS

Functions

Supported crypto algorithms

Dimensions

Weight

Keypad

Display

Battery Life

Security Certification
Tamper evident design

Operating Temperature

Waterproof
Vibration

Drop

o®

Digipass event or time based one-time password
OATH event (HOTP) or time (TOTP) based (on demand) one-time password
Real-time clock to provide time value for time based OTP generation

3DES and AES

9,5x25x 48mm

139

One button

High contrast 8-character LCD

Battery lifetime expectation is 5 years, depending on usage
FIPS140-2 Level 2

Complies with ISO 13491-1

0°Cto45°C EC 60068-2-78 (damp heat)
85% RH noncondensing IEC 60068-2-1 (cold)

-10° Cto 50° C
90% RH noncondensing

EC 60068-2-78 (damp heat)
IEC 60068-2-1 (cold)

IPX7 (1 meter depth for 30 mins) ISO 60068-2-18 and IEC 60529
10 to 75 Hz; 10 m/s2 IEC 60068-2

1T meter IEC 60068-2-31
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Swift deployment and
integration
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Digipass GO 7-FIPS is fully interoperable
with other Digipass authenticators,

and works seamlessly with OneSpan
Authentication Server Framework

and OneSpan Authentication Server
authentication management products,

The integration of Digipass GO 7-FIPS into
an existing network is simple and swift.
Static passwords or existing TAN lists (pre-
printed lists of TransAction Numbers) can
instantly be replaced with the more secure
Digipass GO 7-FIPS dynamic password.

as well as with over 50 different OneSpan
partner applications.

About OneSpan

OneSpan, the digital agreements security company™, helps organizations accelerate digital transformations by
enabling secure, compliant, and refreshingly easy customer agreements and transaction experiences. Organizations
requiring high assurance security, including the integrity of end-users and the fidelity of transaction records behind
every agreement, choose OneSpan to simplify and secure business processes with their partners and customers.
Trusted by global blue-chip enterprises, including more than 60% of the world'’s largest 100 banks, OneSpan
processes millions of digital agreements and billions of transactions in 100+ countries annually.

Learn more at OneSpan.com
Contact us at www.onespan.com/contact-us/onespan-sign
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